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DETAILED ACTION 

1 . This communication is in response to applicant's amendment filed on 
07/22/2010. Claims 4, 7 and 15 have been amended; claims 6, 8-9, 12-14 and 16-18 
have been withdrawn; claims 1-18 remain pending. 

2. Applicant's election without traverse of group 1 (claims 1-5, 7, 10, 11 and 15) in 
the reply filed on 01/07/2010 is acknowledged. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1 -5, 7, 1 0, 1 1 and 1 5 have been 
considered but are moot in view of the new ground(s) of rejection. 

4. Applicant's arguments (page 12 of the remarks) regarding the 35 U.S.C 112, 
second paragraph rejection are persuasive. Rejection to claims 2-5, 7 and 10 under 35 
U.S.C. 112, second paragraph is hereby withdrawn. 

5. Applicant's arguments (page 13 of the remarks) regarding the 35 U.S.C 101, 
rejection are persuasive. Rejection to 4, 5, 7 and 10 under 35 U.S.C. 101 is hereby 
withdrawn. 

6. Applicant's amendment to claim 15 obviates previously raised claim rejection 
under 35 U.S.C 101 . Rejection to claim 15 under 35 U.S.C 101 is hereby withdrawn. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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8. Claims 1-3 are rejected under 35 U.S.C. 103(a) as being unpatentable over Doe 
et al. (US 6,496,928) referred to hereinafter by Doe in view of Kadansky et al. (US 
6,295,361) referred to hereinafter by Kadansky. 

9. Regarding claim 1 , Doe teaches a wireless ad-hoc communication system 
including a plurality of terminals, the communication system comprising: 

a first terminal configured to encrypt a payload of a broadcast frame and to 
transmit the broadcast frame [Figure 1 element 12, col 22 lines 15-25 and col 26 lines 7- 
10]; 

a second terminal configured to receive the broadcast frame and to decode the 
payload of the broadcast frame [Figure 1 element 18 and col 22 lines 15-25], wherein 

the first terminal is configured to encrypt the payload of the broadcast 
frame using a broadcast encryption key assigned to the first terminal [col 22 lines 
15-45 and col 26 lines 7-10]]; 

the second terminal is configured to determine an end-terminal identifier 
(address) in the broadcast frame as a broadcast address, and decode the 
payload of the broadcast frame using the broadcast encryption key assigned to 
the first terminal [col 22 lines 26-45, col 27 lines 1-19 and col 27 line 42-col 28 
line 31]. 

Doe doesn't explicitly disclose that any terminal in the plurality of terminals is 
configured to perform the role of said first terminal and said second terminal. However, 
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Kadansky discloses any terminal in the plurality of terminals may perform the role of 
said first terminal or said second terminal (see fig. 1, and "A node may be both a sender 
and a receiver of data to and from other nodes, col. 1 , lines 29-31 ). It would have been 
obvious to a person of ordinary skill in the art at the time the invention was made to 
modify Doe with Kadansky to enable first and second terminals have interchangeable 
role and this allow a terminal to transmit and receive data to and from other terminals. 

1 0. Regarding claim 2, Doe teaches that the second terminal includes: an 
encryption-key management list table having at least an encryption-key management 
list including a set of a terminal identifier of the first terminal and the broadcast 
encryption key assigned to the first terminal; means for searching the encryption-key 
management list table based on the terminal identifier of the first terminal included in an 
origination-terminal identifier of the received broadcast frame to extract the 
corresponding broadcast encryption key assigned to the first terminal; and means for 
decoding the payload of the broadcast frame using the extracted broadcast encryption 
key assigned to the first terminal [col 22 lines 15-45, col 27 line 12-col 28 line 31]. 

1 1 . Regarding claim 3, Doe teaches that wherein the first terminal includes: a 
generated-key table configured to store the broadcast encryption key assigned to the 
first terminal; means for encrypting the payload of the broadcast frame using the 
broadcast encryption key assigned to the first terminal stored in the generated-key 
table; and means for transmitting the encrypted broadcast frame [col 22 lines 1 5-45, col 
26 lines 7-23 and col 27 line 12-col 28 line 31]. 
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12. Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Stallings, "Cryptography and Network Security: Principles and Practice", 3 rd edition, 
Pearson Education, pages 388-389. 

1 3. Regarding claim 1 0, Stallings teaches a terminal comprising: 

means for receiving a terminal identifier and other data of a different terminal 
from the different terminal [step 1 of Public-Key Encryption Approaches, end of page 
388 wherein A (different terminal) sends AS (receiving terminal) A's ID and other data 
(B's ID)]; 

means for encrypting the terminal identifier and the other data of the different 
terminal using a broadcast encryption key assigned to the terminal [step 2 of Public-Key 
Encryption Approaches, end of page 388 wherein AS (receiving terminal) encrypts A's 
ID and the other data with KR as ]; and 

means for broadcasting the encrypted terminal identifier and other data of the 
different terminal [step 2 of Public-Key Encryption Approaches, end of page 388 
wherein AS sends/broadcast the encrypted data to A]. 

However, Stallings' authentication protocol on page 388 does not explicitly teach 
that the "other data" of the different terminal (A) is A's broadcast encryption key. 
Stallings' authentication protocol on page 389 step 2 shows that the KDC is encrypting 
B's ID and B's key using KR au th key. 

At the time of the invention was made, it would have been obvious to an ordinary 
skill in the art to modify Stallings' authentication protocol on page 388 to indicate that 
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the other data is a key as taught by Stallings' authentication protocol on page 389. The 
motivation/suggestion would have been to allow any receiving terminal (other than A, 
AS and KDC) to communicate with the terminal B using B's key. 

Claim Rejections - 35 USC § 102 

14. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

1 5. Claims 4-5, 7, 1 1 and 1 5 are rejected under 35 U.S.C. 1 02(b) as being 
anticipated by Doe et al. (US 6,496,928) referred to hereinafter by Doe. 

16. Regarding claim 4, Doe teaches a terminal comprising: 

an encryption-key management list table having at least one encryption-key 
management list comprising a terminal identifier of a different terminal, a unicast 
encryption key between the terminal and the different terminal, and a broadcast 
encryption key assigned to the different terminal [col 23 line 19-col 24 line 17, col 22 
lines 15-45 and col 27 line 12-col 28 line 31]; 

means for searching the encryption-key management list table for the encryption- 
key management list including an origination-terminal identifier of-a corresponding to an 
originating terminal identifier in a received broadcast frame [col 27 line 12-col 28 line 
31]; 
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means for extracting a broadcast encryption key from the encryption-key 
management list that corresponds to the origination-terminal [col 27 line 12-col 28 line 
31]; and 

means for decoding a payload of the broadcast frame using the extracted 
broadcast encryption key [col 28 lines 20-31]. 

1 7. Regarding claim 5, Doe teaches a terminal comprising: 

an encryption-key management list table having at least one encryption-key 
management list configured to store a unicast encryption key between said terminal and 
a different terminal and a broadcast encryption key assigned to the different terminal in 
association with a terminal identifier of the different terminal [col 23 line 19-col 24 line 
17, col 22 lines 15-45 and col 27 line 12-col 28 line 31]; 

means for searching, when a destination-terminal identifier of a received frame is 
a broadcast address, the encryption-key management list table for the encryption-key 
management list including an origination-terminal identifier of the frame to extract the 
corresponding broadcast encryption key as an encryption key, and when the 
destination- terminal identifier of the received frame is other than a broadcast address, 
searching the encryption-key management list table for the encryption-key management 
list including an origination-terminal identifier of the frame to extract the corresponding 
unicast encryption key as the encryption key [col 27 line 12-col 28 line 31]; and 

means for decoding a payload of the frame using the extracted encryption key 
[col 28 lines 20-31]. 
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18. Regarding claim 7, Doe teaches a terminal comprising: 

a generated-key table configured to store a broadcast encryption key assigned to 
said terminal [col 23 line 19-col 24 line 17, col 22 lines 15-45 and col 27 line 12-col 28 
line 31]; 

an encryption-key management list table having at least one encryption-key 
management list configured to store a unicast encryption key between said terminal and 
a different terminal in association with a terminal identifier of the different terminal [col 
23 line 19-col 24 line 17, col 22 lines 15-45 and col 27 line 12-col 28 line 31]; 

means for, when a frame to be transmitted is a broadcast frame indicated by an 
end-terminal identifier being a broadcast address, encrypting a payload of the broadcast 
frame using the broadcast encryption key of the generated-key table, and when the 
frame to be transmitted is a unicast frame indicated by an end-terminal identifier not 
being a broadcast address, searching the encryption-key management list table for the 
encryption-key management list including a destination-terminal identifier of the unicast 
frame to encrypt a payload of the unicast frame using the corresponding unicast 
encryption key; and means for transmitting the encrypted frame [col 27 line 1 2-col 28 
line 31]; 

1 9. Regarding claims 1 1 and 1 5, Doe teaches a method for decoding a broadcast 
frame in a terminal that includes an encryption-key management list table having at 
least one encryption-key management list including a terminal identifier of a different 
terminal, a unicast encryption key assigned for communication between the terminal 
and the different terminal, and a broadcast encryption key assigned to the different 
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terminal [col 23 line 19-col 24 line 17, col 22 lines 15-45 and col 27 line 12-col 28 line 
31] the method comprising: 

searching the encryption-key management list table for the encryption-key 
management list including an origination-terminal identifier corresponding to an 
originating terminal identifier in a received broadcast frame to extract a broadcast 
encryption key corresponding to the origination-terminal identifier [col 27 line 12-col 28 
line 31]; and 

decoding a payload of the broadcast frame using the extracted broadcast 
encryption key [col 28 lines 20-31]. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to HADI ARMOUCHE whose telephone number is 
(571)270-3618. The examiner can normally be reached on M-Th 7:30-5:00 and Fridays 
half day. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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